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AMENDMENTS TO THE SPECIFICATION 

Please delete the section entitled "SUMMARY OF THE INVENTION" in its entirety and 
substitute the following section therefor: 



f0020.n T he present invention, among other applications, is directed to solving these and 
other problems and disadvantages of the prior art The present invention provides a 
superior technique for performing cryptographic operations within a microprocessor. In 
one embodiment, an apparatus for performing cryptographic operations is provided. The 
apparatus includes an instruction register having a cryptograp hic instruction dispose d 
thereinft-eryptegF€^hie-4«9tFttetieft, k o yg on lo g io, ond-exee^^o n log i-ea keygen unit, and 
an execution unit . The cryptographic instruction is received by a computing 
devis emicroprocessor as part of an instruction flow executing on the eemputing 
devieemi cro processor. The cryptographic instruction prescribes one of the cryptographic 
operations, and also prescribes that a user-generated key schedule be employed when 
executing the one of the cryptographic operations. The kexgen^unitk-eygeft-4egi& is 
operatively coupled to the eryptogr^phjg— instruction register. The keygen unitl^^^g^ 
logic directs the ^mputifs^-doviccmicroprocessor to load the user-generated key 
schedule. The-^exeeutien-logie execution uni t is operatively coupled to the keygen 
unitkeygen-4egio. The exde«tie«-4egi©executi^^^ employs the. user-generated key 
schedule to execute the one of the cryptographic operations. The execution unit includes 
a cryptography unit that is configured execute a pl uralit y of cryptographic rounds on each 
of the plurality of input text blocks to generate a corresponding each of a pluralitx.Qf 
output t ext blocks, where the plurality of cryptographic rounds are prescribed by a control 
word tliat is provided to the cryptography unit. 

[0021] One aspect of the present invention contemplates an apparatus for performing 
cryptographic operations. The apparatus has a cryptography unit within a davioe 
micro processor a nd k-ey-gen-legi^a keygen unit. The cryptography unit executes one of 
tlie cryptographic operations responsive to receipt of a cryptographic instruction within 
an instruction flow that prescribes the one of the cryptographic operations. The 
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cryptographic instruction also prescribes that a user-generated key schedule be employed 
when executing the one of the cryptographic operations. The feeygeH4egie- keygen unit is 
operatively coupled to the cryptography unit. The keyg^-4<)giokexgen junit directs the 
4eviee- mi cropro cess or to perform the one of the cryptographic operations and to employ 
the user-generated key schedule when performing the one of the cryptographic 
operations. 

[0022] Another aspect of the present invention provides a method for performing 
cryptographic operations in a devioe microprocessor . The method includes receiving a 
cryptographic instruction from memory t hat prescribes employment of a user-generated 
key schedule during execution of one of a plurality of cryptographic operations and 
within a cryptographic unit in the microprocessor, employing the user-gerierated key 
schedule when e xecu ting the one of the crypto graphic opera tions jo g ener ate a result of 
lhe,<Mie^fth£CT;yptogm 

executing-the-ene^ofHieoi^^ptographi^-operations.- 
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